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What is Involved
Consistent branding

• Portal home page
• Sites
• Logos & branding
• Content governance
• Information banners
• Linking externally
• Application templates/standards
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Demo One: 

Customizing ArcGIS 

Enterprise



Tips and Tricks
Helpful resources/recommendations

• Self-help content
- Always include help guides

• ArcGIS Hub Gallery
• Documentation of standards

- Ensure accountability
- Enforces a standard
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Security Best Practices
Global cybercrime statistics
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Security Best Practices
Security as a base

• Authentication
• Authorisation
• Encryption
• Filtering applications and methods
• ArcGIS Enterprise Logs
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Security Best Practices
Authentication

• Verification of who you say you are
• Methods:

- Built-in
- Active Directory
- SAML
- MFA

• User experience starts here…
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Zero trust architecture:

• It removes implicit trust (“This user is inside my 
security perimeter”) and replaces it with adaptive, 
explicit trust (“This user is authenticated with 
multifactor authentication from a corporate laptop 
with a functioning security suite”) – Gartner, 2023



Security Best Practices
Authorisation

• Determines a user’s or applications level of access
• Methods:

- Groups
- Roles
- AD Group Integration
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Security Best Practices
Encryption

• SSL (Internal & external) 
• TLS (1.0 & 1.1*)
• Expiry dates
• Always encrypt traffic
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Security Best Practices
Filtering

• Web Adaptor
• Load Balancer/Application Gateway
• DMZ/Perimeter Network
• Reverse Proxies
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Security Best Practices
Filtering – Portal Proxy

• Controls remote servers which are allowed to be accessed by Portal for ArcGIS
• No restrictions by default – anything can be accessed
• Restricting servers ensures validity of the source

THE SOUTHERN AFRICA ESRI USER CONFERENCE 2023

Internal AGS

Client Proxy

External Site



Security Best Practices
Filtering – Portal Proxy

• Controls remote servers which are allowed to be accessed by Portal for ArcGIS
• No restrictions by default – anything can be accessed
• Restricting servers ensures validity of the source
• allowedProxyHosts > Comma separated list of domains
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Security Best Practices
Security improvements

• Disabling of server manager
• Password governance*
• Disabling of service directories*
• Cross-origin resource sharing (CORS) 
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Security Best Practices
Security improvements - Services Directory

• Can your services be found?
• Keyword search
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Security Best Practices
Security improvements - Services Directory

• Can your services be found?
• Keyword search
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Security Best Practices
Security improvements - Disabling Services Directory (Server)

• No impact on Portal/Server directly
• Reduces Bots and Cross-site scripting (XSS)
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Security Best Practices
Security improvements – Disabling Services Directory (Portal)

• No impact on Portal/Server directly
• Reduces Bots and Cross-site scripting (XSS)
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Security Best Practices
Security improvements - Cross-Origin Resource Sharing (Server)

• Controls domains which are allowed to make CORS requests to your web services
- Wildcard by default
- Limits malicious commands
- system > handlers > rest > servicesdirectory
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Security Best Practices
Security improvements - Cross-Origin Resource Sharing (Portal)

• Limits external applications which can make CORS requests to Portal items
• Items are accessible but capabilities are limited*
• Organization > Settings > Security
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Security Best Practices
Security improvements - Logging

• ArcGIS Enterprise Logs
• First point of reference
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Security Best Practices
Where to start

• Trust.arcgis.com
- Security Advisor

• Patching
• Built in scanning scripts:

- Generates HTML report with findings and recommendations
- <Portal for ArcGIS installation location>\tools\security

- <ArcGIS Server installation location>\tools\admim
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Security Best Practices
Scan.py Reports
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Automating Workflows
ArcGIS Notebooks Overview

• ArcGIS Python API
• Wrapper for core rest API
• Accessing the API:

- ArcGIS Pro
- Standalone with Conda
- ArcGIS Enterprise/Online
- Docker
- Google Colab
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Automating Workflows
What can you do with ArcGIS Notebooks?

• Data Engineering
• Spatial Analysis
• Machine Learning
• Automation
• Collaboration
• Storytelling
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Automating Workflows
Showcase

• Scenario 1: 
- Validating item metadata (Governance)

• Scenario 2: 
- Identify items using insecure URLs
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Demo Two: 

Automating Workflows



Automating Workflows
ArcGIS Notebooks Benefits

• Automation/schedules
• Large organisations
• Samples

- https://developers.arcgis.com/python/samples/
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https://developers.arcgis.com/python/samples/


Please share your feedback in the UC2023 app
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